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IT Professional with a strong interest in ethical hacking, penetration testing, vulnerability
analysis, network security, and web security. Seeking a Penetration Tester profession with
an outstanding career opportunity that will offer a rewarding work environment along with a
winning team that will fully utilize my skills. To establish a long-term career in a company
where | may utilize my Penetration Tester professional skills and knowledge to be an
effective Associate and inspiration to those around me.

Experiences

Penetration Tester July 2022 - Present
Nanotechx, Hybrid

SRT bounty hunter Dec 2021 - Present

Synack, Remote

Certifications & Licenses

Offensive Security Certified Professional - (OSCP) 2021
Offensive Security - OSID-92821

Applied Ethical Hacking and rules of Engagements 2021
Udemy - Seyed Farshid

Advanced Penetration Testing 2021
Cybrary
Windows & Linux Privilege Escalation 2021

2021 Udemy — Tribius

Complete Python Developer Course: Zero to Mastery 2020
udemy - Andrei Neagoie

EDUCATION

University Of Sindh Jamshoro (UOS)
Bachelor of Information Technology (BS-IT) — Information Technology ¢ 2022 — 2025 (Expected)
e learned many things C++, Electronics devices, IT security, and took many courses

Government Boys Degree College Qasimabad, Hyderabad
Computer Science (Intermediate) — High School ¢ 2019 — 2021


https://arjunshibu.tech/
http://www.linkedin.com/in/ahad-abbasi
https://twitter.com/aliahad002
https://github.com/aliahad002

Soft Skills

Excellent Writing Skills, Friendly, Multitasking, Work Ethic, Positive, Hard-working, energetic,
personable, and technical-minded individual. Possess communication skills with the strong
ability to multitask and resolve issues quickly.

Skills

¢ Up-to-date knowledge of security threats, countermeasures, TTPs, security tools and network
technologies.

¢ Document findings and create penetration testing reports; deliver the information in verbal and
written format.

¢ Familiar with Red team operations and usage of cobalt strike.

¢ |dentifying and implementing improvements in existing processes and procedures

¢ Active Directory, web application and wireless Penetration Testing.

* Proficient with Windows OS, and Debian-based Linux distributions.

e Familiar with penetration testing methodology and have experience with security tools such as
Kali Linux, Metasploit, Nmap, Burp Suite Pro, and Wireshark etc.

* Helps customers by providing action plans to remediate discovered vulnerabilities to improve
their security posture, reduce risk to the organization, and improve resiliency..

Kali Linux, OWASP, Metasploit, Network Security, Active Directory, Sqlmap, Vulnerability
Assessment, Burp Suite pro, Web Application Penetration Testing, Network - Penetration
Testing, Googler, Splunk, GitHub, Security Assessments, , Programming C, C++, PHP, Perl,
Python, Bash, Windows PowerShell, Scripting Languages ,Cyber Security, Routers,
Firewalls, Wireless testing, Penetration testing, Vulnerability Assessment.

HONORS & AWARDS & other Experiences

® Hack the Box Rank (Hacker) Profile - (https://app.hackthebox.com/profile/186884)

¢ Offensive Security Proving Grounds

® Try Hack Me Top 5%

e Participating in Ongoing or Future CTF events

¢ Attended many cybersecurity conferences like Nahamcon, Defcon, ARPCon and many more.
e Participating in Ongoing or Future Conferences/events

Posts & Sessions

ahad.netlify.app
ahad.great-site.net/blogs
medium.com/@aliahad002
dev.to/aliahad002



